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g About Private Access / Why | am here

Parent
Son prenatally diagnosed with genetic condition

Advocate
Chaired national disease advocacy group for 6 years

Focused Private Access to address a need we recognized

Entrepreneur
Founded private technology company

Not just an idea, but today hundreds of thousands of lines of
software code enabling a data privacy / accessibility platform

Partner

We believe our privacy technology can, among other things,
increase the pace of clinical trials and the strength advocacy
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E Our Mission: Creating an Environment of Trust™

Foreword by
STEPHEN R. COVEY
Author of The 7 Holis of Highty Eective gl

s PRIVACY IS
w \] 0 Tn“slll a huge speed bump in the race

L g R R e R toward healthcare data liquidity
e one g T €851 | ENERYTHING
STEPHEN M. | Become the Leader

Others Will Follow

PRIVACY IS

llllllllllllllllllll

an achievable goal that will help
enable the promise of HIE

The new economy begins with

technology and ends with trust.
Alan Webber

Founder, Fast Company

E PrivateAccess

Creating an environment of trust.™
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E Using Technology to Strike the Perfect Balance

To be the market and thought leader for privacy and access to
confidential information, empowering people to safely leverage
the Internet to improve their lives

[
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E Speed and Ease of Internet Search Technology

Locate a Public Figure Locate a Date (or Employee)
and Data About Them and Data About Them Why Not in Health Care?
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E Why is Empowering Consumers So Important?

"How willing are you to have your child’s blood sample (from
newborn screening) used for future research studies, with (or

without) your permission?”

Four choices were: Use of NBS Sample for Research

« Very willing With Parental Permission

60%
» Somewhat willin %
9 % e 379 Over85% would
* Somewhat unwilling 4% —share their datal
- 30%
* Very unwilling
10%
0%

Very Somewhat Somewhat Very
Willing Willing Unwilling Unwilling

CASE WESTERN RESERVE UNIVERSITY

Source: Dr. Aaron Goldenberg (Case Western Reserve), Public Health Genomics,

July 9, 2009 (as reported at Genetic Alliance Conference on Newborn Screening, [ﬂ PrivateAccess

December 2009) Creating an environment of trust.™
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A 39% 79
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e 17% 16%
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Decem ber 2009) Creating an environment of trust.™




E Multiple Other Studies Corroborate These Results

Remember when using an ATM was a mysterious
and improbable experience

* 75% of Americans think their health care provider should use
electronic health records, but 60% say they are not confident
they will remain confidential (42% say that potential risks
outweigh benefit)

* More than 700 cancer therapies clog the research pipeline
partially because under 5% of patients enter clinical trials

* 30% of people decline to participate due to “concern their
personal information would not be kept private and
confidential”

* 57% of people would permit their PHI to be used for research
only if various privacy-oriented conditions are met (38%
requiring notice and express case-by-case consent)

Data sources: Harris/Westin survey results, IOM, NCI. |E| PrlvatecheSS
reating an environment of trust.™
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E A “Switch” (Not a “Store”) for Sharing Sensitive Data

* Is this permissible under federal law?

* Is this permissible under my state law?

* What are my institution’s policies?

* Are there any special considerations?

* What would my patient think?

* What kinds of legal or reputational risks
might this entail?

* Where do | get these answers...

FAST and RELIABLY and WITH RIGHT S’s ﬂ_ 1

Do | have Data Seekers
the right to Seek access to data
share this from Data Holder...
data with

them?

Wish to share data
with Data Seekers...

E PrivateAccess

Creating an environment of trust”™

Page 9 Data HOIder




g A “Switch” (Not a “Store”) for Sharing Sensitive Data

-3 "’\; I :
PrivacyLayer® = /= -
An automated, transaction- k — _—
based system respono{s within 7 "\ | PRIVACY : , Patient
seconds for under a nickel. The ASSURED .
with PrivacyLayer Consent or decline such

answer takes into account both
the applicable law, the record
subject’s wishes, and current
charges for Data Seekers.

) ) sharing / View audit
Audit trail J

of action

taken and
Yes/No S charged ﬁ-tj
Do | have Unclear g Data Seekers
the right to g Seek access to data
share this from Data Holder...
H Any.means of data
da ta wi th transmittal (by third parties)
them?

Wish to share data
with Data Seekers...
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r_, Solutions So Far Directed to Registries and Biobanks

Technology that allows each person

to grant “private access” to all or

You can trust PrivacylLayer .
to let you manage who can My Family 8

T selected parts of their confidential

your health information.

LeRoy E. Jones”,
Chiof Ex

o w0 personal information based on

() e their particular needs and interests

Your Privacy is Our Priority Manage Your Records Privacy

PrivateAccess is pleased to offer users free use of - g With PrivacyLayer, you decide who can see your
PrivacyLayer™. Wnen you see our *Privacy Assured® [ @ information, when, and for exactly what purpose.

Privacy Toolbox

Account Famil Privacy Settings Priv: Alerts Toolbox Hely
Sign Up Select a Guide Set Privacy Preferences My o] WSS sk »

- — —

Audit Log
Privacy Preferences: PrivacyLayer™ makes it easy to select your privacy preferences. Click on
view your Guide's three suggestions. When you decide which description
preferences, click the "Next' button found below.

@ Lower priva ms Moderate pri r ) Great

Here's what your guide suggests if you have greater privacy concerns: 47 AN ective Create e e R
4
here they're uncomfortable disclos 47 A ot ective was create H
sggest these settings, where

Researcher & Research Groups Search Preferences what's this? Contact Pre

realize that some
ndition) to some:

eam more before y

All KS8A Researchers Allow to see my anonymous information HOTITY 11e S0 1 Can Consem v aecune comact '

Dr Giedd Allow to see my anonymous information Notify 912 2:01:27 Ab Login sthenticat f —
(—

All Researchers Prohibit from searching Prohibit all contact

E PrivateAccess

Creating an environment of trust™
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r_, Initial Applications Focusing on Clinical Research

These private access grants can

Search for Recruits Advanced

then be used by other services,

Toolbox
RecruitSource™ - Finally, a tool

that lets researchers recruit [ : ;; SUCh aS recrUitment for CIinicaI

subjects efficiently, at a fraction My Contact .
of current costs. il

« | trials, where the patients’ consent

mmercial Development, Searle
President, Searle International
President and CEO, Unimed Pharmaceuti

() =& | empowers better data faster.

*Mombs

Research Opportunity Requires Your Attention

X close
Cut Your Recruitina Budaet Custamize You're Protected
(r . Researcher: Helpful Links:
About RecruitSource  How It Works Suppo Contact §
¢ RECFU |t SO RRAIE o . R (S Jay Gledd More about this researcher
KS&A More about this research
11 Keats Court
Coto de Caza, CA 92679
|Kline!elter Search for Recruits ocus Yol " i Phone: (888) 999-9428
Pending Actions:
SearCh ReSUItS 1, The researcher noted above has requested contact information for Chris
Briggs
Purpose: Specific study or trial; 1D: NCT00001246
Trlal Name: Brain Imaging of Childhood Onset Psychiatric Disorders,
Displaying 1- 1 of 1 records Refine Your Search \Eindo([:rmn I[)isomnrs and Healthy Children
lew Details
Potential subject #v5SBctivVFYBY= ®¥ Age
Age: 28 Gender: M Location: Bridgeport, T Explanation: According to your current privacy settings, you wish to be
Gender notified in advance when a researcher wants your contact information. This
Signs, Symptoms, & Diagnose: "Research Opportunity" is that notice. Be aware that the researcher noted
e e Hy Loomich above has agreed to the Terms of Use for your contact information. You can
Conditions now give permission (or your “"express consent") for the contact information
: - to be shared with the researcher; you can evaluate the opportunity and
euges M"id":" . Lifestve decline to share the contact information, or you can consider this
ec e e opportunity later by clicking the "snooze" button
Additional Criteria
Procedures & Treatments:
her teeth extracted and impacted including 11 teeth remc E & Advanoced Search Your Alternatives: (what's this?) T Decline o0
en an infant [E——
Other Details:
Significant learning c hrough high sc Refine Search Save as Alert | ,
8z Make Contact | Bookmark Candidate

|'_' PrivateAccess
Paﬁe 12

Creating an environment of trust™




r_, Results of Early Commercial Projects

« 1,200 patients and 5
Knowledge 17 | researchers initially

%{/{ (28 /// & He spent many hours on the telephone

with me correcting the misinformation
ACTION I had received from the first a rg e e

genetic counselor .

Home About KS&A Locate Information Find Resources Get Support Giving to KS&A Network with Others Search

Conferences Current Research Studies and Clinical Trials ® 90% Of patient users

Neurocognitive Related Studies
Newsletters

« NIH Klinefelter Syndrome / Sex Chromosome Variations Study

L] L L
online Discussion
Groups Jay N. Giedd, M.D., Principal Investigator and Rhoshel Lenroot, M.D, Associate

Investigator of The Child Psychiatry Branch of the National Institute of Mental
Research Studies Health are conducting a study of the effects of sex chromosomes on hrain

. - L] L]
and Clinical Trials development. The goal of this study is to determine whether brain-imaging pOS Itlve eXpe rI e n Ce easy
—
variations are needed to participate in this study. Participation involves coming to u Se

to the National Institutes of Health (NIH) in Bethesda, Maryland (just outside of
Washington D.C.) for a one-day visit (Tuesdays)

For more information, please download the docuemnt linked here, or contact: . ; 5% WO' IId re‘ Ol I lI I lel ld to
Jonathan Blumenthal, M.A.

Project Coordinator u -

Phone: 301-435-4516 rlel l S al I al I II y

Email: h364e@nih.goy

Share Your Story

Awards and
Recognition

Child Psychiatry Branch Wehsite: http:/fintramural.nimh.nih.gov/c hp/xxy

« Partnering with a “trusted
source” overwhelmingly
drives patient participation

|'_' PrivateAccess
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E Current Research Underway

Informed Consent and Data Access in State-based Biobanks
NIH Challenge Grant (October 1, 2009 — September 11, 2011)

ABSTRACT: To facilitate the development of state-sponsored population
birth cohort databases for a wide range of studies, including genetics,
research is urgently needed to address how recruitment, informed consent,
and data access issues are affected by community members' hopes,
expectations, and anxieties about research use of newborn blood spots.

Create
systems and

: recruit
environments

Pilot and . Community Data analysis

engagement and reporting

University of Michigan — Life Sciences and Society Program
Private Access

Johns Hopkins University

University of Michigan — Community Based Public Health

Michigan Biotrust for Health )
[\ PrivateAccess

nvironment of trust.™




E Strong Support from Key Industry Stakeholders

Patients are the most important stakeholders
in medical research. By merging respect for
their privacy with access to relevant and
actionable medical information, we are giving
patients more conftrol over their desftinies.
This collaboration has the potential to
accelerate medical progress by puftting
patients’ needs front and center.

Gregory Simon, Pfizer
Senior VP Worldwide Policy
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E Collaborations Focusing on Privacy as an Enabler

JACAY,
AR DAL
Genetic Alliance

Empowering Advocacy Groups
and Commercial Biobank

Clinical Trials
Information Platform

Informed Consent for
State-Based Biobanks
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Robert H. Shelton
Chief Executive Officer

(949) 502-7890, Ext. 102
RShelton@PrivateAccess.com




